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What is claimed is: 

L A method of authenticating information communicated between a first 
communication device and a second communication device via a 
cormminications netv^^ork, comprising the steps of: 

a. re;ceiving input data and generating facsimile information in a first 
format by said first communication device fi'om said input data; 

b. processing said input data to compute an encrypted checksum; 

c. convolving said facsimile information with said encrypted checksum 
data to prWuce convolved data; 

d. decryptingX at said second communication device, said encrypted 
checksum ; \ 

e. computing a checksum of said input data received at said second 
communications Mevice; and 

f. alerting a recipientVt said second communication device in the event of 
a mismatch between^aid checksum data computed in step (e) and said 
decrypted checksum data in step (d). 

2. The method of claim 1, whereinVaid first communication device is a digital 
facsimile apparatus. \ 

3. The method of claim 1, wherein said second communication device is a digital 
facsimile apparatus, \ 




4. The method of claim 1, wherein said first con 
system comprising communication means 
installed on said computer system. 



lunication system is a computer 
vith communication soflAvare 
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5. Thfevmethod of claim 4, wherein a database system is communicatively coupled 
to said s^ond communication device. 

6. The method oPblaim 1, wherein said second communication system is a 
computer system caira>rising communication means with communication 
software installed in said osmputer system. 

7. The method of claim 26, further coh^ising the step of: 

configuring an e-mail system i^r receiving and displaying an alert 
message to said recipient along with said recHved input data. 

8. A method of authenticating the originality of document transmitted by an 
originating device and received by a destination device through a 
communication network, comprising the steps of: 

scanmog a document, intended to be transmitted, and generating 
information in atirst format representative of said document; 

calculating an encrypted checksum for said document; 

convolving imformation in said first format with said encrypted 
checksum, thereby generalmg dita in a second format; 

transmitting informa^ptiT^in said second format by means of said 
conmiunication network to sMd^^tination device; 

computing a checksum of okla received by said destination device; 

decrypting said encrypted checksum at said destination device; and 

comparing said decrypted checK^lm with computed checksum at said 
destination device in order to verify the authenticity of data received at said 
destination device. \ 

9. A system for authenticating information conimukncated over a network, 
comprising: \ 
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• 



an OTiginating device, said originating device comprising: 

niteans for generating data representative of data received by said 
originating device; 

means^r computing a mathematical value representing said input data; 
means K^r encrypting said computed mathematical value, thereby 
generating an encrypted mathematical value; 

means for ccm^olving said representative data and said encrypted 
mathematical value tr^reby producing a convolved data; 

means for communioating said convolved data to a destination device; 
said destination device cor^pri/ing: 

smatical value of data received at said 



means for computing 
destination device; 

means for decrypting saici matfi^matical value from said convolved data; 
means for comparing said o^rypted mathematical value with 
mathematical value computed by said o^tination device in order to verify 
the authenticity of information received by^^id destination device; and 

means for alerting a recipient at said destmation device in the event of a 
mismatch between said decrypted checksui\ data and the checksum 
computed by the destination device. 
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